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Abstract

We give a concise mathematical account of p-adic structures relevant to cryptography. The
main point is double-edged: finite p-adic precision gives efficient arithmetic over Z/pNZ, but
the same structure gives lifting and local inversion attacks. All stated results are proved.

1 The p-adic ground field

Fix a prime p.

Definition 1.1. For z € Q*, write

x:pk%, a,b ez, pta, ptb.

Set vy(z) =k, v,(0) = 400, and

ol =57, 0], = 0.

Lemma 1.2. For all z,y € Q,

vp(zy) = vp(z) + vp(y).

If x4+ 1y # 0, then

vp(z +y) > min{v,(x), vy(y)}-

Proof. The multiplicative statement follows by adding the exponents of p in the reduced decom-
positions of = and y. For the additive statement, assume z,y # 0. Let a = v,(x), b = vp(y), and

suppose a < b. Write

r=p'u,  y=7p,

where u,v € Q have p-adic valuation 0. Then

z+y=p*(u+p’ ).

Since u + p*~% € Q, its valuation is at least 0 when b > a, and at least 0 when b = a unless
cancellation increases the valuation. Hence vy(z +y) > a = min{a,b}. The cases with z = 0 or

y = 0 are immediate.

Theorem 1.3 (Strong triangle inequality). For all z,y € Q,

|+ ylp < max{|zlp, |ylp}-



Proof. If x +y = 0, the claim is clear. Otherwise,

vp(z +y) = min{vy(z), vp(y) }-
Multiplying by —1 in the exponent gives

p_Up(ﬂH‘y) <p- min{vp(z),vp(y)} max{p_vp(x)’p_vp(y)}‘

Thus |z + y|p, < max{|x|p, |y|p}- O

Definition 1.4. The field Q, is the completion of Q with respect to | - |,. Its valuation ring is
Ly ={x€Qy: |z, <1}
Theorem 1.5. There is a canonical topological ring isomorphism

Zp = Z/pVZ.
N

Proof. For x € Z, let py(z) be its residue class modulo p”. The maps py are compatible with the
transition maps
Z/pN 7 — 7.)pN 7.

Since Z is dense in Z, and py is continuous for the p-adic topology, pn extends uniquely to a
continuous ring map
pN : Ly — 7/ L.

Thus we obtain a continuous ring homomorphism

p: Ly — T&lZ/pNZ.
N

If p(x) = 0, then = € pVZ, for every N. Hence |z|, < p~¥ for every N, so z = 0. Thus p is
injective.

For surjectivity, let (ax)y be a compatible system with ay € Z/p"NZ. Choose integer represen-
tatives by of a. Compatibility implies

by+1 =by  (mod p),

SO
lbr41 —bnlp < piN

Thus (by) is Cauchy in Z,, hence converges to some b € Z,. By continuity, pn(b) = an for each
N. Thus p is surjective. The inverse-limit topology is exactly the topology defined by the ideals
pv Zy, so the isomorphism is topological. O

Theorem 1.6 (p-adic expansion). Every nonzero x € Q, has a unique expansion

(e.0)
ar:Zanp”, M € 7Z, an € {0,1,...,p—1}, apy; # 0.
n=M



Proof. First suppose x € Z,. Under the isomorphism

Z, %%nZ/pNZ,

the class of z modulo p’¥ has a unique representative
sy =ao+aip+--+an_1p" L, ai €{0,...,p—1}.

Compatibility of residues shows that the digit a; is independent of all N > i. The partial sums sy
satisfy
N
T — SN EDP Lp,

hence sy — . Therefore
oo
x = Z anp".
n=0

If v € Qy, let M = vy(z). Then p Mz e Ly 80

oo
pMe=> " bup”
n=0

with by # 0. Multiplying by p™ gives the desired expansion.
For uniqueness, suppose two expansions differ. Subtract them and let r be the first index at
which their digits differ. The difference equals

.
pu,

where u € Z;, hence it is nonzero. Therefore the expansions are unique. ]

2 Finite precision
Definition 2.1. A finite p-adic computation at precision N is a computation in
Ry =7,/ 2, = Z/p" 2.

Proposition 2.2. The quotient map
TN Ly — RN

keeps exactly the first N p-adic digits of an element of Zj.

Proof. If
oo
z= amp",
n=0
then
N-1 00
T — Z app" = Z anpp” € pNZp.
n=0 n=N

Thus 7y (z) is represented by

ap+arp+---+an_1pV L

Conversely, these N digits determine the residue modulo p”. Hence 7y keeps exactly those digits.
O



3 Hensel lifting

Theorem 3.1 (Hensel’s lemma). Let f € Z,[X]. Suppose a1 € Z, satisfies

f(a1) =0 (mod p), f'(a1) Z0 (mod p).

Then there exists a unique a € Z;, such that

Proof. We construct a,, € Z, such that
fan)=0 (modp"),  aus1=an (mod p").
Assume a,, has been constructed. Put
aps1 = ap + tp", tef{0,...,p—1}
Taylor expansion gives
flan +tp") = f(an) + tp" f'(az)  (mod p"*).
Since f(a,) =0 (mod p"™), write f(a,) = p™c. We need
c+tf'(a,) =0 (mod p).

Because f'(a,) = f'(a1) Z 0 (mod p), this congruence has a unique solution ¢ (mod p). Thus a,11
exists and is unique modulo p"*1.

The sequence (ay) is Cauchy because an+1 = an, (mod p"). Let a = lima,, € Z,. Since f is
continuous, f(a) =0. Also a = a; (mod p).

For uniqueness, suppose b = a; (mod p) and f(b) =0. If a =b (mod p"), write

b=a+ up".
Taylor expansion modulo p™*! gives
0= f(b) = f(a) +up"f'(a) = up"f'(a) (mod p"*™).

Since f’(a) #Z 0 (mod p), we get u = 0 (mod p), hence a = b (mod p"*!). Induction gives a =
b. O

Corollary 3.2 (Lifting attack criterion). Let f € Zy[X], and suppose an attacker can find every
simple root of f modulo p. Then every root a € Z, of f whose reduction modulo p is simple is
computable to precision p» in O(N) lifting steps.

Proof. A root a with simple reduction satisfies

f@=0 (modp),  f'(a#0 (modp).

Hensel’s lemma gives a unique lift modulo p’. The proof of Hensel’s lemma explicitly computes
one new p-adic digit at each step, so precision N requires O(N) steps. O



4 Local inversion

Theorem 4.1 (p-adic inverse function theorem, one variable). Let f € Z,[[X]] converge on Z,.
Suppose xo € Z, and

f'(zo) € Z,.
Then for every y € Z, sufficiently close to f(xo), there is a unique x € Zy, sufficiently close to xo,
such that

f@)=y.
Moreover, x can be recovered by Newton iteration.
Proof. Put g(X) = f(X) — y. For y sufficiently close to f(zg), we have
9(xo) = f(x0) —y =0 (mod p).
Also
g'(x0) = f'(20) € L))"
Hensel’s lemma applied to g gives a unique x = xy (mod p) satisfying g(z) = 0, hence f(z) = y.

The lifting construction in Hensel’s lemma is exactly Newton iteration modulo increasing powers
of p. Therefore the inverse is locally unique and computable. O

Corollary 4.2. A cryptographic map f : Z, — Z, whose derivative is a unit on a large known
region is locally invertible on that region and is therefore not one-way there.

Proof. 1f f'(x) € Z, , the preceding theorem gives a local inverse computable by Newton iteration.
A one-way function must be hard to invert on typical inputs. Hence f cannot be one-way on any
efficiently recognizable region where the theorem applies. O

5 Polynomial maps modulo p?

Definition 5.1. A map
Fy: Ry — Ry
is polynomial if there exists f € Z[X] such that
Fy(z) = f(z) mod "’
Theorem 5.2. Let f € Zy[X]. If f'(x) € Z) for every x € Zy, then the induced map
In:Z/pNZ — Z/pN T
18 locally bijective at every residue class for every N > 1.
Proof. Fix a € Z, and N > 1. Let y = f(a) (mod pY). To solve
fl@)=y (mod p")
with z = a (mod p), apply Hensel’s lemma to
9(X) = f(X) —v.
Modulo p, g(a) = 0, and
g'(a) = f'(a) € Zy.

Thus there is a unique solution = € Z, with x = a (mod p). Reducing modulo pV gives a unique
solution in the residue ball a + pZ,. Hence fy is bijective on each such lifted residue ball. O



Proposition 5.3 (Reduction attack). Let f € Z,[X]. Suppose y € Z,, and suppose every solution
of

fx)=y (mod p)
is simple. Then all solutions of

fz)=y (mod p")

can be found by solving the equation modulo p and Hensel-lifting each solution.
Proof. Let € I, be a solution modulo p. By assumption,
f() #0 (mod p).

Hensel’s lemma gives a unique lift modulo p’V. Conversely, any solution modulo p’V reduces to a
solution modulo p. Therefore the set of solutions modulo p” is exactly the set of Hensel lifts of the
simple solutions modulo p. ]

6 A finite p-adic cryptographic model
Definition 6.1. A finite p-adic public map at precision N is a function
Fn : (Z/pNZ)™ = (Z./pN 7)™
computed by polynomials with coefficients in Z/ pVZ.
Definition 6.2. The inversion problem for Fy is: given y € im(Fy), find x such that
Fy(x) =y.
Proposition 6.3. If m =n =1, Fy is induced by f € Zy[X], and every relevant root of
f(X)=y=0 (mod p)
is simple, then the inversion problem for Fy reduces to inversion over IF),.

Proof. By the reduction attack proposition, every solution modulo p® is the unique Hensel lift of
a simple solution modulo p. Hence finding preimages modulo p~ requires only finding preimages
modulo p, followed by deterministic lifting. O

Remark 6.4. Thus large N alone does not create security. A proposed p-adic cryptosystem must
avoid easy reduction to [F,,, or must base security on a problem whose reduction remains hard.

7 Noisy linear equations
Definition 7.1. A p-adic noisy linear instance over Ry is

Az =b+e (modp"),

where
Ae Ry™, x € Ry, b,e € RYy.

The error is pt-small if
e € p'Ry.



Proposition 7.2. If e € p'RY,, then
Az =0b (mod p').
Proof. Since e € ptR’]”V, each coordinate of e is divisible by pf. From
Az =b+e (modp"),

reducing modulo p' gives
Az =b (mod p').

O
Corollary 7.3. A p-adically small error leaks the exact linear relation modulo a lower power of p.
Proof. This is precisely the congruence
Az =0 (mod p")
proved above. ]

Remark 7.4. This differs from ordinary LWE. In the Archimedean setting, small error does not
usually vanish under reduction. In the p-adic setting, high divisibility means the error disappears
modulo p’. This leakage must be included in any security analysis.

8 Pseudorandom recurrences
Definition 8.1. Let f: Ry — Ry. A p-adic recurrence is a sequence

Tpy1 = f(zn).
Theorem 8.2. Every recurrence on Ry s eventually periodic.

Proof. The set Ry has p" elements. Therefore the sequence
Ty L1, L2 - -

contains two equal terms among the first p!v + 1 terms. Suppose z; = x; with ¢ < j. Since the
recurrence is deterministic,

Titk = Tj+k
for all kK > 0. Hence the sequence is periodic after time i. ]

Proposition 8.3. If the reduction of a recurrence modulo p has period T', then the reduction modulo
p of the sequence modulo p" has period dividing T

Proof. Let f : F, — ), be the reduction of f, and let Z,, be the reduction of z;,,. Then
Tnt1 = f (jn)
If the orbit of Ty has period T', then
jn—l—T =X
for all sufficiently large n. Therefore the visible sequence modulo p has period dividing 7. ]

Remark 8.4. A recurrence cannot be cryptographically pseudorandom if its low p-adic digit has
a short detectable period.



9 Conclusion

The p-adic setting supplies efficient finite rings
7/pN7Z

and a rich analytic theory. The same theory creates attacks: reduction modulo p, Hensel lifting,
local inversion, and disappearance of p-adically small errors. Therefore p-adic arithmetic is not itself
a security assumption. A secure p-adic cryptosystem must rest on a precise finite computational
problem that remains hard after all natural p-adic reductions and liftings.



