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Abstract. Error-correcting codes play an essential role in modern communication by al-
lowing information to be transmitted reliably even when errors occur. Among these codes,
binary Goppa codes are particularly significant because of their strong error-correcting ca-
pabilities and their applications in modern cryptography. This paper introduces the mathe-
matical concepts underlying binary Goppa codes, beginning with the fundamentals of error-
correcting codes and the polynomial arithmetic needed for their construction. It then ex-
plains how Goppa codes are constructed using polynomials over finite fields and how their
algebraic structure enables efficient error correction through Patterson’s decoding algorithm.
Finally, the paper examines the role of binary Goppa codes in the McEliece cryptosystem
and discusses their importance in the development of post-quantum cryptography. By ex-
ploring both the mathematical theory and practical applications of Goppa codes, this paper
demonstrates how abstract algebra can be used to solve real-world problems in reliable
communication and secure digital systems.

1. Introduction

In today’s world, digital information is constantly being transmitted and stored. Every
time a text message is sent, a file is downloaded, or data is saved to a hard drive, there is a
possibility that some of the information will be corrupted. Electrical interference, damaged
storage devices, and other sources of noise can cause individual bits to change, potentially
altering the original message. Even a single incorrect bit can lead to serious problems, espe-
cially in applications such as satellite communication, medical devices, or financial systems
where accuracy is essential.

One solution is to simply send the same information multiple times, but this approach is
inefficient because it requires much more bandwidth and storage. Instead, mathematicians
developed error-correcting codes, which add carefully designed redundancy to a message.
This redundancy allows the receiver to detect and correct errors without needing the message
to be retransmitted. Today, error-correcting codes are used in many technologies, including
CDs and DVDs, QR codes, wireless communication, computer memory, and deep-space
communication.

Many different types of error-correcting codes have been developed, each with its own
advantages and applications. Among the most important are binary Goppa codes, introduced
by Valerii D. Goppa in the 1970s. Unlike simple repetition codes, Goppa codes use ideas
from algebra, particularly polynomials over finite fields, to construct codewords with strong
error-correcting capabilities. Their algebraic structure allows them to efficiently detect and
correct multiple transmission errors while requiring relatively little additional information.

Beyond their applications in communication, Goppa codes have become increasingly im-
portant in modern cryptography. As quantum computing continues to develop, many of
the public-key cryptosystems currently used to secure online communication are expected
to become vulnerable. This has led researchers to investigate new encryption methods that
remain secure against quantum computers. One of the most promising approaches is the
McEliece cryptosystem, which is based on binary Goppa codes. Because decoding a random
linear code is believed to be computationally difficult while decoding a Goppa code is effi-
cient when its algebraic structure is known, Goppa codes provide an excellent foundation for
post-quantum cryptography.
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2. Fundamentals of Error-Correcting Codes

As mentioned earlier, one possible solution to avoid corruption of data is to send every
message multiple times. If one copy becomes corrupted, another copy may still be correct.
While this method increases reliability, it is also extremely inefficient because it requires
much more bandwidth and storage space. Modern communication systems instead use error-
correcting codes, which add carefully designed redundancy to a message. Rather than simply
repeating information, this redundancy creates mathematical relationships that allow the
receiver to detect and correct errors without retransmission.

2.1. Messages and Codewords. Before discussing how errors are corrected, it is important
to distinguish between a message and a codeword.

A message is the original information that a sender wishes to communicate. This message
is passed through an encoder, which transforms it into a longer binary sequence called a code-
word. The additional bits do not contain new information; instead, they provide redundancy
that allows the original message to be recovered if errors occur during transmission.

Message Encoder
Noisy

Channel
Decoder

Recovered
Message

Codeword Received Word

Figure 1. The basic communication model used in coding theory.

The encoder converts the message into a codeword before transmission. After travel-
ing through a noisy communication channel, the decoder attempts to recover the original
message, even if some errors have occurred.

2.2. Redundancy. The key idea behind every error-correcting code is redundancy. Redun-
dancy means adding extra information that makes the transmitted data more resistant to
errors.

To see why redundancy is useful, suppose a sender wishes to transmit the single bit 1. If
only one bit is sent, then any transmission error immediately changes the message: 1 −→ 0.
The receiver has no way of determining whether the received bit is correct.

Instead, consider the simple repetition code 1 −→ 111 and 0 −→ 000. Now suppose the
sender transmits 111, but noise changes one bit during transmission. Instead of receiving
111, the receiver obtains 101.

Although one bit is incorrect, two of the three bits are still equal to 1. By taking the
majority value, the receiver correctly concludes that the original codeword was 111. Likewise,
000 could become 001, and the receiver would still recover the original message.

This simple example demonstrates the purpose of redundancy. Rather than preventing
errors from occurring, redundancy provides enough additional information to identify and
correct them after transmission.

Unfortunately, repetition codes are extremely inefficient. In this case, each information bit
requires transmitting three bits instead of one, which triples the amount of data that must
be sent. Modern error-correcting codes achieve far greater reliability while adding much less
redundancy through the use of algebra.
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2.3. Hamming Distance. To understand how modern codes correct errors, we first need
a way to measure how different two codewords are.

The Hamming distance between two binary strings is the number of positions in which
they differ. In other words, it counts the minimum number of bit flips required to transform
one codeword into the other. For example, consider the two binary vectors 101101 and
100111.

Figure 2 highlights the differing positions when comparing the bits one position at a time.

1 0 1 1 0 1
1 0 0 1 1 1

There are two differing bits, so the Hamming distance is 2.

Figure 2. Computing the Hamming distance between two binary vectors.

Only the third and fifth bits are different. Therefore, the Hamming distance is d = 2.
The larger the Hamming distance between two codewords, the more errors are required

to transform one into the other. This means that larger Hamming distances generally cor-
respond to stronger error-correcting capabilities.

The Hamming distance measures the difference between two specific codewords. However,
when evaluating an entire error-correcting code, we are interested in the smallest distance be-
tween any two valid codewords. This quantity is known as the minimum Hamming distance,
usually denoted by dmin.
As an example, suppose a code consists of the following three codewords: 0000, 0011, 1111.
We can compute the Hamming distance between every pair of codewords: d(0000, 0011) =

2, d(0000, 1111) = 4, d(0011, 1111) = 2. These distances can also be summarized in Table 1.

0000 0011 1111
0000 0 2 4
0011 2 0 2
1111 4 2 0

Table 1. Pairwise Hamming distances between the codewords.

The smallest nonzero distance in this case is dmin = 2.
The minimum Hamming distance is one of the most important properties of any error-

correcting code because it determines how many errors the code can reliably detect and
correct.

2.4. Error Detection and Error Correction. Detecting errors and correcting errors are
related but different tasks.

Suppose a code has minimum distancedmin = 5. This means every pair of valid codewords
differs in at least five positions. If only one, two, three, or four bits change during transmis-
sion, the received word cannot accidentally become another valid codeword. Therefore, the
receiver knows that an error has occurred.

In general, a code with minimum distance dmin can detect up to dmin − 1 errors.
Correcting errors is more difficult. Instead of simply recognizing that an error occurred,

the decoder must determine which codeword was originally transmitted.
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Imagine two codewords(Codeword A and B) separated by a Hamming distance of five.
If two bits are flipped during transmission, the received word is still closer to the original
codeword than to the other one. However, if three bits are flipped, the received word is
actually closer to the wrong codeword, making correct decoding impossible.

For this reason, a code with minimum distance dmin can always correct t =
⌊
dmin−1

2

⌋
errors.

For example, if dmin = 7, then t =
⌊
7−1
2

⌋
= 3. This means the decoder can always recover

the original message provided that no more than three transmission errors occur.
The relationship between the minimum distance and the strength of the error correction

is illustrated in Figure 3.

A B

dmin

Correct if errors remain
inside this region

Correct if errors remain
inside this region

Figure 3. Each dashed circle represents all received words that are close
enough to decode to the corresponding codeword. If these regions do not
overlap, decoding is unambiguous.

This geometric interpretation explains why large minimum distances are desirable. The
farther apart the codewords are, the more transmission errors can occur before the decoder
becomes uncertain about which codeword was originally sent.

3. Mathematical Foundations

The construction of binary Goppa codes relies on several important ideas from algebra.
Although these concepts may initially seem abstract, they provide the mathematical frame-
work that allows Goppa codes to detect and correct errors efficiently. In particular, Goppa
codes are built using finite fields and polynomials defined over those fields.

This section introduces the mathematical foundations needed for the remainder of the
paper. First, finite fields are discussed and compared with the familiar real numbers. Next,
polynomial arithmetic over finite fields is introduced, followed by polynomial interpolation.
Together, these ideas explain why polynomials are so useful in the design of error-correcting
codes.

3.1. Finite Fields. Most arithmetic encountered in everyday mathematics takes place using
the real numbers. The real numbers extend infinitely in both directions and allow addition,
subtraction, multiplication, and division (except by zero). While this system is well suited
for geometry and calculus, it is not ideal for digital communication.

Digital computers store information using binary digits, or bits, that can take only two
values: 0 and 1. Rather than working with infinitely many numbers, coding theory often
uses a much smaller collection of values known as a finite field. As the name suggests, a finite
field contains only a finite number of elements while still allowing the four basic arithmetic
operations.
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A field is a set of numbers that satisfies several important properties. For any two elements
in the field, it must be possible to

• add,
• subtract,
• multiply, and
• divide by any nonzero element,

with the result always remaining inside the field.
One of the simplest finite fields is F5 = {0, 1, 2, 3, 4}, where all arithmetic is performed

modulo 5. Working modulo 5 means that whenever a calculation produces a number outside
the set, the result ”wraps around” after reaching 5. For example, 4 + 2 = 6 ≡ 1 (mod 5),
because 6 leaves a remainder of 1 when divided by 5. Likewise, 3 + 4 = 7 ≡ 2 (mod 5).
Subtraction follows the same idea. Since 2−4 = −2, and −2 ≡ 3 (mod 5), we write 2−4 ≡ 3
(mod 5). Multiplication is also performed modulo 5. For example, 3 · 4 = 12 ≡ 2 (mod 5).

Although these calculations appear different from ordinary arithmetic, they obey the same
algebraic rules. The only difference is that every result is reduced modulo 5. Modular
arithmetic is simply ordinary arithmetic with numbers reduced to their remainders.

Not every modulo system forms a field. For example, consider arithmetic modulo 6. The
set {0, 1, 2, 3, 4, 5} allows addition and subtraction, but division does not always work. To
divide by a number, that number must have a multiplicative inverse. For instance, solving
2x ≡ 1 (mod 6) requires finding a number x such that multiplying it by 2 gives 1 modulo 6.

Testing every possibility, 2 · 0 = 0, 2 · 1 = 2, 2 · 2 = 4, 2 · 3 = 0, 2 · 4 = 2, 2 · 5 = 4. None
of these products equals 1. Therefore, 2 has no inverse modulo 6. Because some numbers
cannot be divided by, arithmetic modulo 6 is not a field.

Now consider modulo 5. We can solve 2x ≡ 1 (mod 5). Testing the possible values gives
2 · 3 = 6 ≡ 1 (mod 5). Therefore, 2−1 ≡ 3 (mod 5).

In fact, every nonzero element of F5 has an inverse.This property holds whenever arithmetic
is performed modulo a prime number. Consequently, coding theory usually works over finite
fields of prime order or extensions of prime fields, since they preserve the algebraic properties
needed for polynomial arithmetic.

3.2. Polynomials over Finite Fields. Polynomials play a central role in coding theory
because they provide a compact way of describing mathematical relationships among data. A
polynomial has the general form p(x) = anx

n+an−1x
n−1+· · ·+a1x+a0, where the coefficients

ai belong to a field. In ordinary algebra, these coefficients are usually real numbers. For
binary Goppa codes, however, the coefficients belong to a finite field.

As an example, consider the polynomial p(x) = 2x+3 over the finite field F5. Unlike real
numbers, there are only five possible inputs: x = 0, 1, 2, 3, 4.

Evaluating the polynomial at each value gives the following table.

x 0 1 2 3 4
p(x) 3 0 2 4 1

Notice that every output is again an element of F5. Unlike ordinary functions, polynomials
over finite fields contain only finitely many input-output pairs.

A root of a polynomial is a value of x for which p(x) = 0. For the polynomial p(x) = 2x+3,
the table above shows that p(1) = 0. Therefore, x = 1 is the unique root of the polynomial
over F5.
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This example illustrates an important fact. A polynomial of degree d can have at most
d distinct roots. Since 2x + 3 has degree one, it has only one root. Likewise, a quadratic
polynomial can have at most two roots, a cubic polynomial at most three, and so on.

This property is extremely important in coding theory because it limits how often a
polynomial can equal zero. Later, when constructing Goppa codes, this fact helps guarantee
that certain matrices have the properties needed for error correction.

Polynomials over finite fields are added and multiplied exactly as they are in ordinary
algebra, except that every coefficient is reduced modulo the size of the field.

For example, (x+ 2) + (3x+ 4) = 4x+ 6 ≡ 4x+ 1 (mod 5).
Likewise, (x+ 1)(x+ 2) = x2 + 3x+ 2.
If any coefficient exceeds 4, it is simply reduced modulo 5.
Because finite fields satisfy the same algebraic rules as the real numbers, polynomial

arithmetic behaves almost exactly as you would expect from ordinary algebra. The only
difference is that every coefficient is always reduced modulo the size of the field.

This similarity is one of the reasons finite fields are so useful. They allow familiar algebraic
techniques to be applied in settings involving only a finite number of elements.

3.3. Polynomial Interpolation. One of the most remarkable properties of polynomials is
that they can be uniquely determined by a small number of points. This idea, known as
polynomial interpolation, is fundamental to many error-correcting codes, including Goppa
codes.

Suppose we wish to find a polynomial of degree at most one. Since a degree-one polyno-
mial has the form p(x) = ax + b, there are only two unknown coefficients. Consequently,
knowing the values of the polynomial at two distinct points is enough to determine the entire
polynomial.

For example, suppose a polynomial satisfies p(0) = 1 and p(2) = 5. Substituting the first
point into the polynomial gives 1 = a(0) + b, so b = 1. Using the second point, 5 = 2a + 1,
which implies a = 2. Therefore, p(x) = 2x + 1. No other degree-one polynomial passes
through both of these points.

The same idea extends to higher-degree polynomials. A quadratic polynomial, p(x) =
ax2 + bx + c, contains three unknown coefficients, so three distinct points determine it
uniquely. More generally, a polynomial of degree at most d is uniquely determined by any
d+ 1 distinct points.

Figure 4 illustrates this idea for a quadratic polynomial.
Although this example uses real numbers, the same property holds over finite fields. If

the coefficients and evaluation points belong to a finite field, then a degree-d polynomial is
still uniquely determined by any d+ 1 distinct points.

This remarkable fact allows information to be represented using polynomials. Instead of
storing data directly as bits, the coefficients of a polynomial can encode the message. The
polynomial can then be evaluated at several points, producing a collection of values that
together represent the original information.

3.4. Why Polynomials are Useful for Coding. At first glance, using polynomials to
represent data may seem unnecessarily complicated. However, polynomials possess several
mathematical properties that make them ideal for constructing error-correcting codes.
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(0, y1)

(2, y2)

(4, y3)

Figure 4. A quadratic polynomial is uniquely determined by three distinct
points.

First, a polynomial is completely determined by only a small number of values. Even if
some evaluations are corrupted during transmission, the original polynomial can often still
be recovered from the remaining correct values.

Second, polynomials have predictable algebraic behavior. As discussed earlier, a polyno-
mial of degree d can have at most d roots. This restriction creates relationships among the
evaluation points that can be exploited to detect and correct errors.

To understand this idea, imagine evaluating the polynomial p(x) = x2+1 at several points
in a finite field.

x 0 1 2 3 4
p(x) 1 2 0 0 2

Rather than transmitting the polynomial itself, a sender could transmit the collection of
evaluation values (1, 2, 0, 0, 2).

If one of these values changes because of transmission noise, the remaining evaluations still
contain information about the original polynomial. Since only one polynomial of sufficiently
low degree fits the correct points, the receiver can often determine which value was corrupted.

This idea forms the basis of many algebraic error-correcting codes. Instead of relying
on repeated bits, these codes use evaluations of carefully chosen polynomials to introduce
redundancy. Because the evaluations satisfy precise mathematical relationships, a decoder
can detect inconsistencies caused by transmission errors and recover the original information.

Reed–Solomon codes are perhaps the best-known example of this approach. Binary Goppa
codes build upon many of the same principles but use an additional polynomial, known as
the Goppa polynomial, together with a selected set of evaluation points to create a more
structured family of linear codes.

4. From Reed–Solomon Codes to Goppa Codes

One of the earliest and most successful families of algebraic error-correcting codes are
as Reed–Solomon codes, which also rely on finite fields and polynomial interpolation. Un-
derstanding the basic idea behind Reed–Solomon codes provides useful motivation for why
Goppa codes were later developed.
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Reed–Solomon codes were introduced in 1960 by Irving Reed and Gustave Solomon. They
have been widely used in applications such as CDs, DVDs, QR codes, satellite communica-
tions, and deep-space missions because of their excellent ability to correct burst errors. Their
success demonstrated that algebraic methods could produce highly efficient error-correcting
codes.

The construction of a Reed–Solomon code begins with a polynomial whose coefficients
represent the original message. Instead of transmitting the coefficients themselves, the en-
coder evaluates the polynomial at several distinct points in a finite field. These evaluation
values become the transmitted codeword.

For example, consider the polynomial p(x) = 2x + 1 over the finite field F5. Evaluating
the polynomial at every element of the field gives the following table

x 0 1 2 3 4
p(x) 1 3 0 2 4

Rather than sending the polynomial itself, the sender transmits the sequence (1, 3, 0, 2, 4).
Each entry in the sequence is an evaluation of the polynomial at one point in the field.

Because a low-degree polynomial is uniquely determined by enough evaluation points, the
receiver can often reconstruct the original polynomial even if some of the transmitted values
have been corrupted.

Polynomial
p(x) = 2x+ 1

Evaluate at
x = 0, 1, 2, 3, 4

Codeword
(1, 3, 0, 2, 4)

Figure 5. The basic idea behind Reed–Solomon encoding.

One advantage of Reed–Solomon codes is that they can correct many transmission errors
while adding relatively little redundancy. Because of this, they remain one of the most widely
used error-correcting codes in modern technology.

Despite these advantages, Reed–Solomon codes are not ideal for every application. They
typically operate over relatively large finite fields, and many practical systems instead work
with binary data consisting only of zeros and ones. Although binary versions of Reed–
Solomon codes exist, they are not always the most efficient choice for binary communication
systems.

In the 1970s, the Soviet mathematician Valerii Denisovich Goppa developed a new family
of algebraic codes that addressed many of these challenges. Rather than constructing a
code solely from polynomial evaluations, Goppa introduced an additional polynomial, now
called the Goppa polynomial, together with a carefully chosen set of evaluation points. This
additional structure produces binary linear codes with excellent error-correcting capabilities
while maintaining efficient decoding algorithms.
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5. Constructing Binary Goppa Codes

The previous sections introduced the mathematical tools needed to understand binary
Goppa codes. We have seen how finite fields provide a setting for arithmetic, how polynomials
behave over those fields, and why evaluating a polynomial at several points creates useful
mathematical relationships.

Unlike repetition codes or simple linear codes, a Goppa code is not built by manually listing
valid codewords. Instead, it is defined indirectly through a carefully chosen polynomial and a
collection of evaluation points. These mathematical objects determine a parity-check matrix,
and every valid codeword must satisfy the parity-check equations.

Constructing a binary Goppa code consists of five main steps:

(1) Choose a finite field.
(2) Select a set of evaluation points called the support set.
(3) Choose a Goppa polynomial.
(4) Construct the parity-check matrix.
(5) Define the code as all vectors satisfying the parity-check equations.

5.1. Choosing a Finite Field. Every binary Goppa code is built over a finite field. Al-
though the final codewords consist only of zeros and ones, the construction itself takes place
in a larger field containing more than two elements.

The simplest binary field is F2 = {0, 1}, where addition and multiplication are performed
modulo two. While this field is sufficient for representing binary data, it does not contain
enough elements to construct useful Goppa codes. Instead, we use an extension field, denoted
F2m , where m is a positive integer.
An extension field contains 2m distinct elements. For example, F23 contains 23 = 8 ele-

ments.
Rather than representing these elements using ordinary integers, they are usually written

as powers of a special element called a primitive element, often denoted by α.
A typical representation is {0, 1, α, α2, α3, . . . , α6}.
The powers of α are not independent. They satisfy an irreducible polynomial that defines

the field. For example, one common construction of F23 uses the irreducible polynomial
x3 + x+ 1. Since this polynomial equals zero inside the field, α3 = α+ 1.

Higher powers of α can therefore be simplified by repeatedly replacing every occurrence of
α3 with α + 1. Although this arithmetic may initially appear unfamiliar, it follows exactly
the same principles as ordinary algebra. The only difference is that every calculation is
reduced according to the defining polynomial of the field.

The advantage of working in an extension field is that it provides many distinct elements
that can later be used as evaluation points. These evaluation points become one of the key
ingredients in constructing a Goppa code.

5.2. Selecting the Support Set. Once a finite field has been chosen, the next step is to
select a collection of field elements called the support set.

The support set is usually denoted L = {α1, α2, . . . , αn}, where every element belongs to
the finite field F2m . Each element of the support set represents one coordinate position in
the eventual codeword.

For example, suppose we work over F23 . A possible support set is L = {0, 1, α, α+ 1, α2}.
Since there are five elements in the support set, every codeword produced by the code will

have length n = 5.
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In practice, binary Goppa codes use much larger support sets, often containing hundreds
or even thousands of elements. A smaller example is used here only to make the construction
easier to understand.

An important requirement is that every element of the support set must be distinct. If
the same field element appeared twice, the corresponding columns of the parity-check matrix
would become identical. This would reduce the amount of information available to detect
and correct errors, making the code less effective.

The support set can be thought of as choosing the locations where the Goppa polynomial
will later be evaluated. Each evaluation point contributes one column to the parity-check
matrix and ultimately corresponds to one bit of every codeword.

5.3. Choosing the Goppa Polynomial. The defining feature of a binary Goppa code is
the Goppa polynomial. This polynomial determines the algebraic structure of the code and
ultimately controls its error-correcting properties.

A Goppa polynomial is written as g(x), where the coefficients belong to the same finite
field used to construct the code. For example, over the field F23 , one possible choice is
g(x) = x2 + x+ 1.
Unlike the example polynomials discussed in the previous section, the Goppa polynomial

is not used to encode the message directly. Instead, it defines a collection of algebraic
constraints that every valid codeword must satisfy.

One important restriction is that none of the support elements may be roots of the Goppa
polynomial. In other words, g(αi) ̸= 0 for every element αi ∈ L. This condition is necessary
because the construction requires computing 1

g(αi)
, and division by zero is undefined.

For this reason, after selecting the support set, each support element is substituted into
the polynomial to verify that the polynomial never evaluates to zero.

As an example, suppose L = {0, 1, α, α + 1, α2} and g(x) = x2 + x+ 1.
Evaluating the polynomial gives

Support Element g(x)
0 1
1 1
α α2 + α + 1

α + 1 (α + 1)2 + α + 1 + 1
α2 α4 + α2 + 1

As long as none of these values equals zero, the support set is valid for this Goppa poly-
nomial.

Although this calculation may appear simple, it is one of the most important steps in
the construction. Every column of the parity-check matrix depends on these polynomial
evaluations.

5.4. Constructing the Parity-Check Matrix. After choosing the finite field, support
set, and Goppa polynomial, we are finally ready to construct the parity-check matrix.

A parity-check matrix determines whether a vector is a valid codeword. Binary Goppa
codes use a specially constructed parity-check matrix whose entries depend on both the
support set and the Goppa polynomial. Each column corresponds to one support element.

For each support element αi, the construction begins by computing 1
g(αi)

.These reciprocals

are then multiplied by increasing powers of the support elements to form the matrix.
The resulting parity-check matrix has the following form.
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H =


1

g(α1)
1

g(α2)
· · · 1

g(αn)
α1

g(α1)
α2

g(α2)
· · · αn

g(αn)

...
...

. . .
...

αr−1
1

g(α1)

αr−1
2

g(α2)
· · · αr−1

n

g(αn)


Here, r is the degree of the Goppa polynomial.
Although this matrix may initially appear intimidating, its structure is quite systematic.

Each column is determined entirely by one support element. Each row corresponds to a
higher power of that support element.

The values of the Goppa polynomial provide the scaling factors that distinguish Goppa
codes from other algebraic codes.

Once this matrix has been constructed, the binary Goppa code is almost complete. The
final step is simply to define the set of all binary vectors whose transpose is annihilated by
the parity-check matrix.

5.5. Defining the Code. Once the parity-check matrix has been constructed, the binary
Goppa code is completely determined. The code consists of all binary vectors that satisfy
the parity-check equations.

Formally, the binary Goppa code is defined as Γ(L, g) =
{
c ∈ Fn

2 : HcT = 0
}
, where

• L is the support set,
• g(x) is the Goppa polynomial,
• H is the parity-check matrix, and
• c is a binary codeword.

This definition means that every valid codeword must satisfy every parity-check equation
represented by the rows of H. If even one equation is violated, then the vector is not a valid
codeword.

5.6. Why the Code is Binary. At this point an interesting question arises. The parity-
check matrix was constructed using elements of the extension field F2m , yet the codewords
themselves contain only zeros and ones.

How is this possible?
The key observation is that every element of the extension field can be written as a

binary vector of length m. For example, in F23 , every field element can be expressed as
a0 + a1α + a2α

2, where each coefficient is either 0 or 1.
Thus, 1 + α2 can be represented by (1, 0, 1), while α+ α2 becomes (0, 1, 1).
Consequently, every entry of the parity-check matrix may be expanded into its binary

representation.
Suppose one entry of the matrix equals 1 + α. Instead of treating this as a single field

element, it can be written as (1, 1, 0).
Performing this expansion on every entry transforms the field-valued matrix into a larger

matrix containing only zeros and ones. This expanded matrix is the binary parity-check
matrix used in practice.

Although the matrix becomes larger, no information is lost because every field element
has a unique binary representation.

After this conversion, every valid codeword consists entirely of binary digits.
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Parity-check matrix over F23[
1 α+ 1
α2 α2 + α + 1

]
⇓

Expand each field element
⇓

Binary parity-check matrix[
(0, 0, 1) (0, 1, 1)
(1, 0, 0) (1, 1, 1)

]
Figure 6. Each element of the extension field is replaced by its binary
vector representation.

This property makes binary Goppa codes especially attractive for digital communication
systems because computers naturally process information as sequences of zeros and ones.

5.7. Dimensions of a Goppa Code. A binary Goppa code is commonly described using
three parameters, [n, k, d], where

• n is the length of each codeword,
• k is the number of information bits,
• d is the minimum Hamming distance.

The redundancy added by the code is n− k, which equals the number of parity bits.
One remarkable property of binary Goppa codes is that they provide relatively large

minimum distances while requiring comparatively little redundancy. This balance between
efficiency and error-correcting capability is one reason binary Goppa codes remain important
today.

6. Decoding Binary Goppa Codes

Constructing a binary Goppa code determines which binary vectors are valid codewords.
During transmission, however, errors may occur because of electrical noise, interference, or
imperfections in the communication channel. As a result, the receiver usually does not obtain
the exact codeword that was sent.

The purpose of decoding is to recover the original codeword from the corrupted one.
Unlike encoding, which follows a fixed procedure, decoding requires identifying which bits
have changed during transmission and determining how to restore them.

Suppose the sender transmits the codeword c = (c1, c2, . . . , cn).
During transmission, some bits may flip. These changes are represented by an error vector

e = (e1, e2, . . . , en), where

ei =

{
1, if the ith bit is flipped,

0, otherwise.

The receiver therefore obtains r = c+ e, where the addition is performed modulo two.
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For example, suppose the transmitted codeword is c = (1, 0, 1, 1, 0, 0, 1), and during trans-
mission the third bit is corrupted. Then e = (0, 0, 1, 0, 0, 0, 0), so the received word becomes
r = (1, 0, 0, 1, 0, 0, 1).

The receiver sees only the received word r. Neither the original codeword c nor the error
vector e is known.

The decoding problem can therefore be stated as follows:

Given a received word r, determine the original codeword c by identifying the
locations of the transmission errors.

For small codes, one could compare the received word with every valid codeword and
choose the closest one in terms of Hamming distance. Unfortunately, practical Goppa codes
often contain thousands or even millions of possible codewords, making this brute-force
approach computationally impossible.

6.1. Syndrome Decoding. To solve this problem, binary Goppa codes exploit their alge-
braic structure. Rather than checking every possible codeword, they compute a quantity
called the syndrome, which summarizes the information needed to locate the transmission
errors.

Recall that every valid codeword satisfies HcT = 0, where H is the parity-check matrix.
Now suppose the received word is r = c+ e. Multiplying by the parity-check matrix gives

HrT = H(c+ e)T .

Since matrix multiplication distributes over addition,

HrT = HcT +HeT .

Because every valid codeword satisfies

HcT = 0,

the expression simplifies to

HrT = HeT .

The quantity s = HrT is called the syndrome
This equation is one of the most important results in decoding. It shows that the syndrome

depends only on the error vector—not on the transmitted message itself.
Consequently, two different codewords affected by the same error pattern produce exactly

the same syndrome.
If no transmission errors occur, e = 0, then s = 0.
A nonzero syndrome immediately tells the receiver that at least one error has occurred.
More importantly, different error patterns generally produce different syndromes. By

analyzing the syndrome, the decoder can determine which bits were corrupted without ever
knowing the original message.

6.2. Error-Locator Polynomials. The syndrome tells the receiver that an error has oc-
curred, but it does not immediately reveal which bits were corrupted. To determine the error
locations, binary Goppa codes introduce another powerful mathematical tool known as the
error-locator polynomial.
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Suppose that a transmitted codeword contains errors at several positions, i1, i2, . . . , it.
Each of these positions corresponds to one element of the support set, αi1 , αi2 , . . . , αit .

Rather than recording the error positions directly, the decoder combines them into a single
polynomial,

σ(x) =
t∏

j=1

(x− αij).

This polynomial is called the error-locator polynomial. Its roots are precisely the support
elements corresponding to the transmission errors.

For example, suppose errors occur at the support elements α2 and α5.
The error-locator polynomial is

σ(x) = (x− α2)(x− α5).

Notice that σ(α2) = 0 and σ(α5) = 0.
Thus, finding the roots of the polynomial immediately identifies the error locations.

Error
Positions

Construct
σ(x)

Roots of
σ(x)

Locate
Errors

Figure 7. The error-locator polynomial converts the problem of finding
incorrect bits into the problem of finding the roots of a polynomial.

At first glance, introducing another polynomial may seem to complicate the decoding
process. In reality, it greatly simplifies the problem. Instead of searching through every
possible error pattern, the decoder only needs to determine one polynomial. Once that
polynomial has been found, its roots immediately reveal the error locations.

The natural question is how the decoder constructs this polynomial from the syndrome.

6.3. Patterson’s Decoding Algorithm. One of the major advantages of binary Goppa
codes is that they admit an efficient decoding algorithm developed by Nicholas Patterson in
1975. Rather than testing every possible error pattern, Patterson’s algorithm uses algebraic
properties of the Goppa polynomial to determine the locations of transmission errors.

At a high level, the algorithm proceeds through five main steps.

(1) Compute the syndrome from the received word.
(2) Construct a key polynomial from the syndrome.
(3) Solve a polynomial equation using the Extended Euclidean Algorithm.
(4) Compute the error-locator polynomial.
(5) Find the roots of the error-locator polynomial and flip the corresponding bits.

Received
Word

Compute
Syndrome

Extended
Euclidean
Algorithm

Error-Locator
Polynomial

Correct
Errors

Figure 8. A high-level overview of Patterson’s decoding algorithm.

Although the mathematical details of Patterson’s algorithm are beyond the scope of this
paper, its central idea is straightforward. The syndrome contains enough information to



16

reconstruct the error-locator polynomial without knowing the transmitted message. Once
the polynomial has been determined, its roots identify the positions of the transmission
errors. The decoder then flips those bits, recovering the original codeword.

Compared with exhaustive search, Patterson’s algorithm is dramatically more efficient.
Instead of checking every possible codeword, it performs a sequence of polynomial compu-
tations whose running time grows polynomially with the length of the code. This efficiency
has made binary Goppa codes practical for both communication systems and cryptographic
applications.

Another important property is that Patterson’s algorithm can correct up to t errors, where
t = deg(g). Thus, choosing a higher-degree Goppa polynomial generally increases the error-
correcting capability of the code, although it also introduces additional redundancy.

7. Conclusion

Error-correcting codes play an essential role in modern communication by making it pos-
sible to recover information even when errors occur during transmission. Whether data is
being sent over the internet, stored on a hard drive, or transmitted from a spacecraft mil-
lions of miles away, these codes help ensure that the information received is the same as the
information that was originally sent.

In this paper, we explored how binary Goppa codes use ideas from linear algebra, finite
fields, and polynomial arithmetic to achieve reliable error correction. We began by introduc-
ing the basic concepts of coding theory before developing the mathematical tools needed to
understand binary Goppa codes. We then examined how these codes are constructed, how
they detect and correct errors through syndrome decoding and Patterson’s algorithm, and
finally followed a complete example that demonstrated the entire encoding and decoding
process.

One of the most interesting aspects of binary Goppa codes is how they turn a seemingly
impossible problem into a manageable one. Instead of checking every possible message to
determine which one was sent, the decoder uses carefully designed mathematical structure
to identify where errors occurred and correct them efficiently. Although the underlying
mathematics can be quite advanced, the overall idea is surprisingly intuitive: add enough
carefully chosen redundancy so that mistakes can be detected and corrected later.

Binary Goppa codes are also important because of their applications beyond traditional
communication systems. They form the foundation of the McEliece cryptosystem, one of
the oldest and most well-known code-based cryptographic systems. As researchers prepare
for the possibility of large-scale quantum computers, code-based cryptography has become
an active area of research, and binary Goppa codes continue to be studied because of their
strong security and efficient decoding algorithms.

Studying binary Goppa codes demonstrates how abstract mathematical ideas can have
practical applications in everyday technology. Concepts such as finite fields and polynomials
may initially seem purely theoretical, but together they solve real-world problems involving
reliable communication and secure information transfer. As technology continues to evolve
and the demand for secure communication grows, binary Goppa codes will likely remain an
important part of both coding theory and post-quantum cryptography.

References

[Ber11] Daniel J. Bernstein. List decoding for binary goppa codes. 6639:62–80, 2011.



17

[Gop70] Valerii D. Goppa. A new class of linear correcting codes. Problemy Peredachi Informatsii,
6(3):24–30, 1970.

[HLPWZ19] Lukas Holzbaur, Hedongliang Liu, Sven Puchinger, and Antonia Wachter-Zeh. On decoding
and applications of interleaved goppa codes. arXiv preprint arXiv:1901.10202, 2019.

[LLC14] Seongan Lim, Hyang-Sook Lee, and Mijin Choi. An efficient decoding of goppa codes for the
mceliece cryptosystem. Fundamenta Informaticae, 133(4):387–397, 2014.

[McE78] Robert J. McEliece. A public-key cryptosystem based on algebraic coding theory. DSN Progress
Report, 44:114–116, 1978.

[MIT04] MIT OpenCourseWare. 6.895 essential coding theory – lecture notes, 2004. Available online.
[Nat24] National Institute of Standards and Technology. Post-quantum cryptography project, 2024.

Official NIST project website.
[Pat75] Nicholas Patterson. The algebraic decoding of goppa codes. IEEE Transactions on Information

Theory, 21(2):203–207, 1975.
[RS60] Irving S. Reed and Gustave Solomon. Polynomial codes over certain finite fields. Journal of the

Society for Industrial and Applied Mathematics, 8(2):300–304, 1960.
[Sta25] Stanford University. Cs250/ee387: Coding for reliable communication, 2025. Course notes and

lecture materials.


	1. Introduction
	2. Fundamentals of Error-Correcting Codes
	2.1. Messages and Codewords
	2.2. Redundancy
	2.3. Hamming Distance
	2.4. Error Detection and Error Correction

	3. Mathematical Foundations
	3.1. Finite Fields
	3.2. Polynomials over Finite Fields
	3.3. Polynomial Interpolation
	3.4. Why Polynomials are Useful for Coding

	4. From Reed–Solomon Codes to Goppa Codes
	5. Constructing Binary Goppa Codes
	5.1. Choosing a Finite Field
	5.2. Selecting the Support Set
	5.3. Choosing the Goppa Polynomial
	5.4. Constructing the Parity-Check Matrix
	5.5. Defining the Code
	5.6. Why the Code is Binary
	5.7. Dimensions of a Goppa Code

	6. Decoding Binary Goppa Codes
	6.1. Syndrome Decoding
	6.2. Error-Locator Polynomials
	6.3. Patterson's Decoding Algorithm

	7. Conclusion
	References

