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ABSTRACT

In this expository paper, we discuss continued fractions and their significant applications in cryptogra-
phy, focusing particularly on the Continued Fraction Factorization Algorithm (CFRAC). The CFRAC
algorithm leverages the properties of continued fractions to factor integers of up to 50 digits, posing a
potential threat to cryptographic systems like RSA, which depend on the difficulty of factoring large
numbers. We explore the mathematical underpinnings of continued fractions, providing rigorous
proofs and examples, and demonstrate how the CFRAC algorithm utilizes these properties to achieve
efficient factorization.

1 Introduction

The CFRAC algorithm is a powerful tool for integer factorization, crucial for understanding the security of cryptographic
systems. The RSA encryption system, among others, relies heavily on the difficulty of factoring large composite
numbers into primes. By exploiting properties of continued fractions, the CFRAC algorithm provides an efficient
method for factorizing numbers, particularly those with up to 50 digits. In this paper, we delve into the mathematical
concepts underlying continued fractions and their application in the CFRAC algorithm, offering formal proofs and
illustrative examples.

2 Fundamental Concepts

Definition 2.1. (Continued Fraction) A continued fraction is an expression of the form:

n 1
ap B 1
aq 1
as + 1
o
Gnp
where ag € Z and a; € Z* for i > 1. The terms ag, a1, . .., a, are called the partial denominators of the continued

fraction.

Theorem 2.2. (Representation of Rational Numbers) Any rational number can be represented as a finite continued
fraction.

Proof. Let z € QQ be a rational number such that x = %, where p,q € Z and ¢ > 0. We can express x in the form
1

x = ag + -+ where ap = |z| and z; = . The process can be iterated to express x; as a continued fraction, and
0 T 0 r—ag

so on, until the remainder is zero. Since the remainder eventually becomes zero (because x is rational), this process
terminates after a finite number of steps, resulting in a finite continued fraction representation.
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Consider the rational number 457, We can find its continued fraction representation by performing the Euclidean

X 165°
algorithm:

487 = 2 x 165 4 157
165 =1 x 157+ 8

157 =19 x8+5

8=1x5+3
5=1x3+2
3=1x2+1
2=2x1+40

Thus, the continued fraction representation is [2;1,19,1,1, 1, 2].

Theorem 2.3. (Uniqueness of Continued Fractions) The continued fraction representation of a rational number is
unique.

Proof. Suppose a rational number z = % has two different continued fraction representations. Consider the repre-

sentations x = [ag; a1, as, . . ., ap] and x = [by; by, ba, . .., by ], where a;, b; are integers. We assume without loss of
generality that ag = by and n < m. Then we have:

[al,ag,...,an] = [bl,bg,...7bm].

By expanding the continued fractions, this would imply:

where p,p’ € Z and ¢, ¢’ € ZT, leading to a contradiction unless p = p’ and ¢ = ¢’. Hence, the continued fraction
representation is unique. ]

Theorem 2.4. (The Approximation Property of Continued Fractions) The continued fraction representation of a real
number « provides the best rational approximations to o among all rational numbers with denominators not exceeding
the denominator of the convergent.

Proof. Let o = [ag; a1, ag, . .. be the continued fraction expansion of a. The convergents C,, = % are defined by the
recurrence relations:

Prn = GpPn—1 + DPn—2, qn = OnQn—-1 + Gn-2,
with initial conditions p_; = 1, pg = ag, ¢—1 = 0, go = 1.

Suppose there exists a rational number % with 0 < ¢ < gy, such that:

p

a_‘< Pn
q

o — —|.
dn

This would imply that |¢,, & — p,,| is not minimized by %, contradicting the fact that the continued fraction convergents
minimize the expression:

g — pl
for any rational approximation g with 0 < ¢ < ¢,,. Therefore, the convergents provide the best approximations. W
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3 Convergents as Best Rational Approximations

Convergents of continued fractions in CFRAC provide good approximations to v/N. They’re used to efficiently generate
congruences of the form 22 = y? (mod N), which can lead to factor pairs (z + y,* — y) of N when combined.

Definition 3.1. (Convergent) Given a continued fraction o = [ag; a1, az, . . .], the nth convergent is defined as:
Pn
— =ap;ai,...,an]
Gn

where p,, and ¢,, are determined by the recursive relations:
Pn = anPn—1+Pn—2;, Gn = Ondn—1 + gn—2
with initial conditions p_1 = 1, pg = ag, q—1 = 0, and ¢y = 1.

Consider the continued fraction representation of = = [3;7,15, 1,292, .. .]. The first few convergents are:

2 833 35
77 1067 113

The convergent ‘f% provides an accurate approximation of m, as ™ ~ 3.141592653 . .. and % ~ 3.141592920. . ..
Theorem 3.2. (Convergents as Best Approximations) Let [ag; a1, az, . . .| be the continued fraction expansion of a real

number a. Then the convergents % are the best rational approximations of o, meaning that for any % #* Z—" with
0 < q < qn, we have:
Pn
a— 22
an

<

a-?).

Proof. Consider the continued fraction expansion of «, and let the nth convergent be given by C,, = fl’—". By properties
of continued fractions, we have the recursive relations:

Dn = GnPn—1+Pn-2, Gn = 0nGn—1+ ¢n—2.

The difference between « and its convergent is:

By the recurrence relation and properties of continued fractions, we know:

1
|O[Qn - pn‘ =
dn+1
Thus,
Pn 1
oa— —| =
dn dndn+1

Suppose there exists another rational approximation g with 0 < ¢ < gy, such that:

o p\ < \ o
q dn
Then, we have:
1
-3«
q dndn+1
implying:
lgoe — p| <
dnQdn+1

which contradicts the minimality of |ag, — p,| = ﬁ Hence, the convergents are indeed the best approximations. W
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4 Periodic Continued Fractions and Quadratic Irrationals

Periodic continued fractions and quadratic irrationals play a crucial role in the CFRAC algorithm. In CFRAC, we
work with the continued fraction expansion of /N, where N is the number to be factored. v/ N is a quadratic irrational

when N is not a perfect square. Importantly, the continued fraction expansion of v/N is always periodic when N is
not a perfect square. This periodicity is crucial for the efficiency of CFRAC, as it allows for efficient computation of

convergents. These convergents provide good rational approximations to v/ IV, which are used to generate congruences
of squares modulo N. The periodicity ensures a steady supply of these congruences, which are key to finding factors of
N.

Definition 4.1. (Quadratic Irrational) A quadratic irrational is a number of the form a = Lt +Qﬁ, where P, Q), D are
integers, D is not a perfect square, and the ged of P, @ is 1.

Theorem 4.2. (Periodic Continued Fraction) The continued fraction expansion of a quadratic irrational is periodic.

Proof. Leta = P+T‘5 be a quadratic irrational. Consider the continued fraction expansion of a:

1

a=ay+ —
ar + a%{...
We express « as:
1
a=ay+ —
aq
where ap = |« and oy = a_lao. Substituting, we have:
_ Q
o] =
VD — (P — aoQ)
This form:
o — P+ VD
L

is another quadratic irrational, similar to «. The sequence of quadratic irrationals generated by this process is finite
due to a limited number of possible values for P, ). Therefore, the continued fraction eventually repeats, leading to
periodicity. |

Consider v/3. Its continued fraction is:

Calculate:

1 1 —1
_ V34l V3

V3ol 2 2

Thus, the continued fraction expansion of V3 is:

The periodicity after the first term confirms the repeating pattern.

5 The Continued Fraction Factorization Algorithm (CFRAC)

CFRAC uses continued fractions to find numbers a and b such that a? = b (mod N), aiding integer factorization.
Definition 5.1. (Quadratic Residue) A number a is a quadratic residue modulo [V if there exists an integer x such that:

> =a (mod N)

If no such z exists, a is a quadratic non-residue modulo V.
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For N = 15, quadratic residues are 0, 1,4, 9, 10 from squares 0, 1,2, 3,4 modulo 15.
Continued Fraction Factorization Algorithm (CFRAC)

Input: A composite number N.

Output: A non-trivial factor of V.

Steps: 1. Compute the continued fraction expansion of v/ N. 2. Use convergents % to find integers x; and y;, such

that:
3 =yx (mod N)

where x;, = pi and yi, = pﬁ — q,%N . 3. For each k, check if yy, is a perfect square. If so, set by = ,/yx. 4. Attempt to
factor N using:
ged(xy — by, N)

If unsuccessful, continue with the next convergent.

Theorem 5.2. (CFRAC Success) CFRAC factors a composite number N using continued fractions and quadratic
residues.

Proof. CFRAC finds 22 = 32 (mod N). This implies:
(r—y)(x+y)=0 (mod N)

Thus, N | (z — y)(z + y), and ged(x — y, N) or ged(x + y, N) reveals a non-trivial factor if 2 — y or z + y is not a
multiple of V.

CFRAC relies on the property that continued fraction convergents of /N satisfy:
Pk =y, (mod N)

This exploits periodicity in quadratic irrationals to efficiently identify k& where y; is a perfect square, leading to
successful factorization. [ ]

Example: Factor N = 899 using CFRAC.
1. Compute /899 ~ 29.9833, yielding continued fraction: [29;1, 1,5, .. ].

.Po 29 p1_ 30 p2 _ 59
2. Convergents: ” 10 g T a0 5

3. For 22 = 2: 1y = 59,y = 597 — 22 x 899 = 3481 — 3596 = —115

Since ys is not a perfect square, we continue to the next convergent.

4. For 2 = 82: g3 = 89, y3 = 892 — 3% x 899 = 7921 — 8091 = —170

Again, ys3 is not a perfect square.

5. For Bt = Fpd: g = 504, ys = 504> — 17% x 899 = 254016 — 259911 = —5895 = 3° x 5 x 131

Here, y, is not a perfect square, but it’s divisible by a perfect square (3%). We can use this.
6.Setz =504andy =3 x /5 x 131 =3 x 26 =T78.
7. Now we have 22 = 32 (mod N), or 5042 = 782 (mod 899).

8. Calculate: ged(z — y, N) = ged (504 — 78,899) = ged(426,899) = 29 ged(x + y, N) = ged(504 + 78,899) =
ged (582, 899) = 31

9. We have found the factors of N: 899 = 29 x 31.

6 Conclusion

This paper explores the mathematical foundation of continued fractions and their application in cryptography, focusing
on the CFRAC algorithm. Continued fractions provide powerful tools for rational approximation and integer factoriza-
tion, relevant to cryptographic security. CFRAC’s ability to factor large numbers highlights potential risks to systems
relying on the difficulty of factorization, emphasizing the importance of research in this area.
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Through rigorous proofs and examples, we demonstrate CFRAC’s effectiveness and dependence on continued fraction
properties. The paper underscores understanding and advancing mathematical techniques to protect cryptographic
systems from computational threats. Future work involves exploring efficient algorithms and strengthening protocols to
mitigate vulnerabilities exposed by factorization methods like CFRAC.
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